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QUESTION NO: 1
XY RND—OEBER, XY ND—U TUtA F/N14 A% Cisco ISE
L_J_le]L/i?o EFIVFTARENRELER, EBF—LARIXNTORY ND—F
TNAANBEOBREICERIZDEZEBRTTET, IXTOXRY NID—0 FNA AR
Cisco ISE ZNN L CRRALT AU EN BV E T, —BOF/NA AR, 7 FIL NS D CoA
R—NZFEALET,
Cisco ISE TRETIHLEN HBDEDRFATITA?
A R—RKIPEBEEMERYND—O9FNAARTO774)
B. R—RNFEEThLERYRNIT—IV FIOEANZR—D ¥ —
CAR=RMIEBEEIAERY ND—OFNARTIL—7
D. R—R"AEBEENEXYND—OFNARA
Answer: C

QUESTION NO: 2

Cisco ISE 7 HUERRIC 2 D /—RHAFHY ., EHVX

J— RIBRBRENDEESBYETH?

A TZ4X) /—RIBEBLET

B. AR /—RFIBEBLET,

C.TZAXRV/—RFARRT7AVICES

D.WAD./—RABEBLET,

Answer: D

Explanation:

https://www.cisco.com/c/en/us/td/docs/security/ise/1-1-
1/installation_guide/ise_install_guide/ise_deploy.html if your deployment has two nodes and
you deregister the secondary node, both nodes in this primary- secondary pair are restarted.
(The former primary and secondary nodes become standalone.)

QUESTION NO: 3

BARRV—ZERTHEE. BEEER. RU—FUELTEAThDI RXSMVICFET
B4 E D ActiveDirectory/ )L — 7 BB TEE B A, EEL. BURXAICHZHEDOT I
—T7HFRRENETICOBMEORREMTTA ?

A. Cisco

ISElE, HHAAKTIN—TOHEDHEL, I—FHIFERLLETIL—TRRBIELEEA,

B. /I—T7REELETHN, KRUHELTFHTANTIHENf HYVET

C. CiscoISEQADZ 3 A4 VRA 2 A DERICKEBLTVWET

D. JIL—7IEAD I A R4 RO T DCiscolSEIZEMENEHA

Answer: D

Explanation:

https://www.youtube.com/watch?v=0kuEZE0564s&ab_channel=CiscolSE-
IdentityServicesEngine

QUESTION NO: 4
Cisco
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RARANDTIL—TEENTTH,

ATV RKRAZVK

B. ©~H4

C7ZYIUARK

D.RA74 KNJAB

E.Z7O0774)

Answer: B

Explanation:

If you do not have a matching profiling policy, you can assign an unknown profiling policy.
The endpoint is therefore profiled as Unknown. The endpoint that does not match any profile
is grouped within the Unknown identity group. The endpoint profiled to the Unknown profile
requires that you create a profile with an attribute or a set of attributes collected for that
endpoint.
https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_man_identities.html

QUESTION NO: 5

TXIVFAF—LRK, XY ND—=DIZEHREENIEMACT RL A00:46:91:02:28:4A% #F D
FEBIVRRANERBRELELE, COIVRRAVNODRY ND—IOTF VA EMR
MICHIRTAICE, EF21UT71 I 2T HCisco

ISERNTEDRSBT VAV ARRITTHIHENHYETH?

A RXRYRND—7
AAYFLEOTORAHBIANEBELTNT 74y 027OYILET,

B. BRI Z @B T AHRAMAR I —ZEKLFT,

CIVRRAVIMNEEVANMNIMACT RLAZEBMLET,

D. 7O AZEBRTHRIARI—ZEREKLET,

Answer: C

Explanation:

Cisco ISE provides a feature called Adaptive Network Control (ANC) that allows
administrators to apply policies to endpoints based on their behavior or status1. One of the
ANC policies is Quarantine, which restricts network access for an endpoint by assigning it to
a limited-access VLAN or applying an access control list (ACL) on the switch port2. To use
the Quarantine policy, the administrator must add the MAC address of the rogue endpoint to
the endpoint quarantine list in ISE2. This will trigger a change of authorization (CoA) for the
endpoint and apply the Quarantine policy. The other options are not effective for restricting
network access for a rogue endpoint, as they do not use the ANC feature of ISE.
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BRL TEE
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QUESTION NO: 7

Policy Service

NetFlow /N\—>3> 9 7’O0—7C Cisco ISE ' EAT3F 7 )L N R—NEATITH?

A. UDP 9996
B. UDP 9997
C. UDP 9998
D. UDP 9999
Answer: A

QUESTION NO: 8
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Wo )

A XY RND—=OFNARITIN—=T
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D.AIRAERRA7O077 4L
E.EAPEREEZ’'O7 714
Answer: CD

QUESTION NO: 9

Cisco ISE R T 7S AT ATHR—RENTWS VMware #gElx ENTTH (2
DBBIRLTLKEEWL),

A. IIINFRUE—HEE

B.VM/\—ROITTF7N—23> 780k

C.VMARFv7>avh

D. OVF HR—h

E.VMO=I)IRIXATL—>3>

Answer: B D

QUESTION NO: 10
I ZT, 8021XEHR—RNLTVWERVWIV RIRAVNCRY ND—OTF 0 AZRH
I Bk, Cisco
ISEXEERTAIMBEN HYET, TV RKRKSANOMACT RLAK, T RKRA> NDTIL
—7EBELTCRIANIANCERIDNENHYVET, UTOREEZTVEL I,
* allowliste WS BRIQIDT I —7"ZBHE LKL 1=
BEfEMEOZWVWE02AXT/NA AODMACT RLAZFERATEILIICTI RIRSA N EBRLE
L=
*TVRRANEFTIVAMNODIDIIL—TIZEMLEL
*MABL—H—0RIRI S —&RELEL
MERETDIHLENHVEITH?
A. PermitAccess #RZ#E5, FUIUVUARNID L= IC—HITZRA7O0774)
B. RETNERVI—ICETVTHAVARNDIIL—=TIL—HTHHMBIO774)
C. PermitAccess #fRZ#&S5, FAVARNID =7 IC—HITHRAE7O07714)
PermitAccess #RZES5, FAIVARNID =TT BRBAKR) > —
D. PermitAccess PR Z 355, allowtist ID 7‘)[«—7"(.:—&3‘%%%3\” RS —
Answer: D

QUESTION NO: 11

Cisco ISE

IZFR, XY RND—OOXRDUREICFERTRAHAERIA7O7 7 1)L Z2EKL TV
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WTL&DH,

A. 1—H—HRRULENAD—R/\Y S 1 &Active

DirectorylcREENTVWR/N\Y 2 12 BBICEKRELET
BH7PIVNREBEEHELZ CAP ICEMLET,
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ICREENTVSERBREBETDEH, MS-CHAPV2 Z2FRALE 9,
Answer: C

QUESTION NO: 12

XYRND—=OIVDZTR, RYRND—URFZBERAITR &R, HRlBEIZERAL
T AGHZEERTDILEN HYET,

CNERT—Z7IIBHFETRBEITDICE., EOBEEBRTIVLENBYETH?

A. SGT

B. dACL

C. VLAN

D. RBAC

Answer: A

QUESTION NO: 13

EEEFE, TANRIES KU'BYODEREE®D 1= 8 IZCisco

ISECHEATAHLWVWH—RN—TFT A RHZXYNDT—IOFNA AZEMTIRLENHYET,
ChZEERTDICE. RYRD—I9FNAARATAT7AILTED2ODKEEZRETIHE
FHVETH? (20BIRLTLKEETLY, )

A. dACL

B. TACACS

C.URLUBR ALY K~

D.SNMPOX1=-5 1

E. CoAZRA 7

Answer: CE

QUESTION NO: 14

EEEE, ISEZAZPFRALY — AL L TActive

DirectorylC##iL., 77 A7 04— )L Z2BBITHENER—NEFATILEN HUET,
CHDRAVEERITITBICIE., EN2DODR—NEHKBENF HY)ETH?
(2DBIRLTLKEETY)

A. TELNET 23

B. LDAP 389

C.HTTP 80

D. HTTPS 443

E. MSRPC 445

Answer: B E

QUESTION NO: 15

EEEEF. FILLEREILOZRY ND—0F /N4 A%ZCiscolSEICEML TWET, Chs5D

TFNAAGE, TS ZEZNLTERIZDI RRANIRHUTEBICRY S —2EKTES

KO, "XFAANARAYF, ELTREBILTVWARRY ND—IOFNAARTIL—=TICEE

hTL‘%Z\Eﬁ“%U??o COBERZERTSICE, CiscolSERNNDERY NT—UF/NA4 AT
DREEEZEETDIBEN HYEXTH,

A. TFINAABRATEXTAANAAY FICEELET,
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B. /N4 A7'07 7 4 )L %#MedicalSwitchi.ZE L £ 7,
C. EFI)L B ZMedicalSwitchicZEL £ 9,

D. /N1 ADFFT % MedicalSwitchiCcZEEL £ 9,
Answer: A

QUESTION NO: 16

HBRAOI—Y—F, BROI—HF—BENAT—REZEZITHEMBENHDEVSEEE
HBELTVWET, XY RND—OEEEIE., BEFDCiscolSEERTAIBIDY —AZFAL T
NEBEEBRIDCEELEATVET, COEEERETDICE. EN200E/ER/LET
RBEFHYVETH ? (20BIRLTLKEETLY, )

A. R—K80ENLEIPCT IV EAREZBMICLET,

B.NATZ7 RLAHNBEICEHENATVWS L Z2HERLET
C.120JO—-NILAZATH—N—AOT7 IO tRAEBILET,

D. RX A > &EEHIZActiveDirectory\NDT7 It A% BHL £,

E. R B LDAPEHRZERLET,

Answer: CD

QUESTION NO: 17

BEZEE., 1—Y—HTACACS

+ZFRALTRY NTD—OFNAAICOATA VTR EEIL, XY RNT—IOFNAAICALL
RILVDTOERAZHFATIHEN HYET, £EL, BEEER, ERDINVREZMVELT
23201 —H4—O—-)LOVWThAICETOVTHRENINY REFHIRTIXLEN BV ET,
Cisco ISEZERALTVWETAH ?

A DOTINTOA77ANEEHROINY REY REERLET,
B.EROINTO77AIINEEHOOAN REY MEERLET,
C1OO>I)NTA77ANEIDOOIY REY NEERLET,

D. BB IIL7O77A4NEIDOIN REY NEERLFT

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21
/b_ise_admin_guide_20_chapter_0100010.html
https://www.youtube.com/watch?v=I1ZwB71Szog&ab_channel=JasonMaynard

QUESTION NO: 18
REBANA TNAA
R=2NICOTFL, BEAVR—RENTVEITNAAZ K, eLTIX—JLFT
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Answer: AB

Explanation:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22
/b_ise_admin_guide_22_chapter_01111.html

QUESTION NO: 19

HEBYr2BEEELTHY, HELTLRBEEO@MALICHULTTARNTHOY M EERK
ITRIMENHYET, 2BE2BFIICKTLELEDYN, YANTHI NEEIEHRERY N
D—IOANDT IV EAICERAENTVET, ChZBEITBICEAZEBRTHIHENf HYET
h?

A AR —FETANT IV EAZERTDEBIL—IINZERKLET,

B. 7ARR—ZIICBEL, TARTHOY NZHIBRLET,
CTANTOEAZERTBDEARIN—INZERLET,

D. ARV —R—ZIIICBEL., TARNTHIO U NZ—REILELET,

Answer: D

QUESTION NO: 20

XY ND—DOI>T T, Cisco ISE

BAGORE7I—XICHY), RYNT—VZRETIUENFHVET, XY RNT—VICR
BEOXRY ND—OEBATLNFEELET,
BHRERETDILFEDRZRATOTO—TZ2BRITDIBENHYETH?

A ¥&

B. NMAP

C.xvyh70O—

D. SNMP

Answer: D

QUESTION NO: 21

XYRND—OUEBEEF., T4~ JciscolSE/—RONY VT Y TREN SEH A cisco
ISE/—RZEREL T, STAMRTZERL TWET, CiscolSECAFIREEF—IF, 75
4 X 1) Cisco

ISEASFET/NYOT Y7L, EHYFCiscolSEICAE—FBRBENf HYWET, <t
BEETALEHICRERTENDIN REENTTH,

A GIAEZOE—9 5 FE

B.77UTr—23a> 3 FRBEBRLET

C. iLFHEBRFRZE

D.fIHEZ A R—NTBHFE

Answer: B

Explanation:
https://community.cisco.com/t5/network-access-control/ise-certificate-import-export/m-
p/3847746

QUESTION NO: 22
I ZTFIECisco ISEZE AL, Active
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DirectoryD 1R ZFERA L TRARD D — 2R ETHIHEN HYVET, CcOBREZERTSIC
&, Active

Directory 7 )L—7ICMA T, EN2D0QAVR—XV N EBRETIHENHYERTHA ? (22
BIRLTLKEEY)

A. Active Directory #AZ8 ID VYV — A

B. ARIDDZ A7 Z V%M, ABITIN—T

CTATFUTATAI—ARI—T VR

D.LDAP AT A F T AT AV—ARESATSVOTAT T AT AT IN—T D% MH:
A—Y—TFAFoTAT14TIN—=7

Answer: A B

QUESTION NO: 23

IO ZTF. AN H—EAZXAIC Cisco ISE

ZRELTVET, BRENTVWERVSTARNZRIAOLEHICT A
R=RIWICIVAALIRNL, 74T I3=)ILTEIXMLENERY ND—=0AD7T)L
T Ot A% CoA

THELEVEZATVET, B, CORETRHOENEERTELELVOTL &SH,
A TAN7O—DOFRUNVITARNR—ZRIAOT IV LAZHFATRITICHY)FEA

B. Network_Access_Authentication_Passed &# k. R—XIL FOEADT A K
T—EATHBELEE A,

CTIOEAFTOERN RIS —1TTHIRNET IV EAICHREENTVEEA

D. YARRKR—ZRILETARNT VARV —OTOIBFNEE>TVWET

Answer: D

QUESTION NO: 24

IV ZT7, DAABUADOZRY RDO—=0FNA ATHEAT S =% IZCiscolSEl TTACACS
+EBRELTCVET, - —ICBUAT IO ERENr EZA 5N DK SIC, Access-Acceptin®r
THABGEMEZEETIVDEN HYVET, CNZERTILEHICAZERITILENf HYE
IH?

A 1—HY—ICEEXRETRKBTIOEARI S —ZERIT S -HDIACL
B.EEXETFLREZEETDLODHARLT VALK H
CEFRTHEBREZERETDHNARLE.ZE > IIIL7O0774)

D. BYIBTVEAZRMITDLEHOTACACS+IAN Y REY K

Answer: C

QUESTION NO: 25

EEEEF. 8021IXENA/NALTMABZER TR EILHE2TVBRIVRRAIVNDORNTT
NoA—FT 4208 TP>TVET, I RAKRA2 NE802.1XZ/NA/NAL, MABZERAL
TEXRYND—=DOTFOEAREEEICHRBLTVET, EEL. IVRRSANKIPTRLA%
METERZVWED, BETEFLA,. AHNFBEAETIN?

A. CiscolSEMDHCPZ7' O—7 A HiZFEH Y ICHEEL TLWE B A,

B.802AXRA ATV NHBNFfRIEEXT,

C.I2RARA NHCiscolSETRIATAHEHICEE 7O INEFRALTVET,

D. R—RNDACIAHTTPRZ 74 v 0% 7OY L TVET
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Answer: B

QUESTION NO: 26

BYODF /N4 ANBYODAR—RIIICT VAT ICE, EO7ORNINEZFTITI2HLEND
WETH?

A. HTTP

B. SMTP

C. HTTPS

D. SSH

Answer: C

QUESTION NO: 27

L. Cisco

ISERRZ2EIL T, FNA AEBMEZMamERI SOBLEEVWEEZXZTVET, ch%
BESHEDIZE, BEEBRHFLVERO—BEED / —ROBREBRIDMLEN HYET
BN, ZOFATIa2OREVEITL—KRREATVET, COBEORRELZ>TVRHERK
FENTITH,

A. /—RD1DHT VT 14 TIEPSNTT,

B. /—RD1D2E7TZANUPANTT
C.IXTO/—RAPANBE 7 IAINA—N—-ICSMLET,

D. TIXTD/—RAFTIOT1TICEAHENRTVET,

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/security/ise/2-7/admin_guide/b_ise_27_admin_guide
/b_ISE_admin_27_deployment.htmI#ID185

QUESTION NO: 28

HEE. A4 Y Fne02

IXBREFEENLL, AMYTFR—NOBHWACLZHIRT S &FRIC, Cisco
ISENfAAYFICEDT IV L AZRBEIZNZBRFETEDLICLEVEEATVET, C
NDRAVEERITITRICE, AZEBHTILENF HYETH,

A BRBRVS—AHOEFIVTAIIN—T8T

B.VSAT7 > RDAAY FOHRT VAU ARN
CIOZATVROBRICEIKAAMYFOR—NEFIUT«
D.¥A7O77AILRADEBNT VEAUAK

Answer: A

Explanation:

https://www.cisco.com/c/en/us/td/docs/security/ise/1-
2/user_guide/ise_user_guide/ise_sga_pol.html#

QUESTION NO: 29
CiscoISE /—RAS MAB 1—YWICHTOTA T FOFT147
RAI—ZBHWICE HTHEHICFEAET NS RADIUS BHERENTTH?
A ty>a>RALALT K
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B. 74 RIL ZALT b

C.EBY—-N—DORALTIbH

D.ETFV>3ar

Answer: B

Explanation:

When the inactivity timer is enabled, the switch monitors the activity from authenticated
endpoints. When the inactivity timer expires, the switch removes the authenticated session.
The inactivity timer for MAB can be statically configured on the switch port, or it can be
dynamically assigned using the RADIUS ldle-Timeout attribute

QUESTION NO: 30

XY RND—UEBER, 2N YY RIIUR, E<OI—H NIV TRNyT2dE
DSSIDICEHFETERVWCEIIRNER LI, BALV—IZT UV AZFHATRICE. A%
TRIRENHYVETH?

A.1I—YDOIATLZEEHHA ) Cisco

ISE/—RICEREEL., COI—HY2EHEILABRELEFRALTTZAIVICBHLET,
B.
COATLAZTARNI—HF—E L TEHRL, WebRAEZ7ORNILZVRALINLTERY
KDO—2lZOJ4 > LFT,

C.
CAH—N—ASEIHEOEEZEML, HRVINOMEHEZERYEL T, ATAICHL
WAEIAEZEBML £,

D. ¥alcn/A=7"O0NJ)L DT TEAP-

TLStEYV > a>AOHRYhOBRENRIAZFTLE T,

Answer: A
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